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Less Bureaucracy, Stronger Structure:
The EU’s Digital Omnibus

On 19 November 2025, the European
Commission publishes the Digital Omnibus
proposal, aiming to simplify the EU’s digital
legislative framework while maintaining high
standards of data protection. The proposal
streamlines key instruments such as the GDPR,
ePrivacy Directive, NIS2 and the Data Act, with
the goal of reducing compliance costs without
lowering the level of protection for personal
data.

One of the most notable changes concerns the
long-criticised dual regime between the GDPR
and the ePrivacy Directive: rules on accessing
personal data from terminal equipment are
moved entirely under the GDPR, eliminating
duplicate  consent  requirements.  User
preferences are to be expressed through
automated, machine-readable browser or
application settings, which service providers
must respect, thereby reducing both “consent
fatigue” and compliance burdens.

Targeted amendments to the GDPR further
clarify the notion of personal data by
emphasising reasonable identifiability, give
controllers more flexibility in dealing with
abusive access requests, limit data breach
notifications to high-risk incidents while
extending the deadline to 96 hours, and allow
strictly controlled residual processing of
special category data arising during Al
training.

In parallel, personal data breach and
cybersecurity incident notifications under
various EU acts are consolidated into a single
EU-level reporting platform operated by
ENISA, based on a “report once, share many”
model that is expected to generate substantial
administrative savings while preserving the
EU’s high level of personal data protection.

The EU Launches a New Era for Data
and Artificial Intelligence

On 19 November 2025, the European
Commission released the Data Union Strategy
— Unlocking Data for AI, setting out its
roadmap to strengthen Europe’s data economy
and boost the development of trustworthy
artificial intelligence.

The Strategy focuses on three main priorities:
scaling up access to high-quality data for Al,
simplifying the EU data regulatory framework,
and reinforcing the EU’s global position in
international data flows.

The Commission plans to expand and
interconnect European data spaces across key
sectors such as health, energy, manufacturing,
mobility and finance, enabling companies and
researchers to access larger volumes of reliable
data for innovation and Al training.

In parallel, the Strategy is closely aligned with
the Digital Omnibus initiative and aims to
reduce legal fragmentation and compliance

costs through streamlined rules, standard
contractual clauses and improved cloud
governance.

A strong emphasis is also placed on digital
sovereignty. While promoting fair and secure
cross-border data flows with trusted partners,
the Strategy seeks to shield EU data from
undue access and misuse by third countries.
Through targeted investments in data
infrastructure and cloud technologies, the
Commission aims to position the EU as a
leading global hub for data-driven and AI-
based innovation, while preserving high
standards of data protection and cybersecurity.

Major GDPR Fine Imposed for
Unsecured Cross-Border Data
Transfers and Excessive Employee
Data Processing

On 14 November 2025, the Croatian Personal
Data  Protection Agency imposed an
administrative fine of EUR 4.5 million on a
telecommunications operator for violations of
the General Data Protection Regulation. The
decision is based on

(i) the transfer of personal data to a group
company in Serbia without a valid transfer
mechanism,

(ii) the lack of transparent disclosure to data
subjects regarding this transfer,

(iii) the unlawful and excessive processing of
employees’ identity card copies and criminal
record certificates,
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(iv) the failure to carry out prior security due
diligence on a telemarketing service provider
acting as a processor.

The Authority found that, after 27 December
2022, the controller continued to transfer data
to the Serbian processor without renewing the
standard contractual clauses, failed to conduct
any Transfer Risk Assessment (TRA), and
granted the processor unrestricted access to
the SAP CRM database containing personal
data of approximately 847,000 users.

The absence of clear information in the
privacy notices regarding third-country
transfers, the collection of excessive employee
data despite the Data Protection Officer’s
warnings, and the lack of basic security
controls over the processor were regarded as
aggravating factors in determining the fine.

EDPS Strengthens Data Protection
Approach for Artificial Intelligence

On 11 November 2025, the European Data
Protection Supervisor (EDPS) published its
Guidance on the Risk Management of
Artificial Intelligence Systems, addressing the
growing data protection risks linked to the use
of Al by EU institutions. The Guidance sets out
a structured risk management approach
covering the design, procurement, deployment
and monitoring of Al systems that process
personal data.

The EDPS highlights that risks such as bias in
training data, automated discrimination,
inaccurate outputs, excessive data collection
and weakening of data subjects’ rights must be
assessed at an early stage and continuously
monitored throughout the lifecycle of Al
systems. Particular emphasis is placed on the

principles of fairness, accuracy, data
minimisation, security and accountability.
The Guidance also underlines that

interpretability and explainability are essential
requirements for lawful AI use. According to
the EDPS, reliance on “black-box” systems
undermines transparency and makes it
difficult for individuals to exercise their rights
effectively. The document therefore signals a
shift toward a more technology-aware and
proactive data protection compliance model,
in parallel with the forthcoming AI Act.

Guidelines on Generative Artificial
Intelligence and the Protection of
Personal Data Have Been Published

On 24 November 2025, the Turkish Personal
Data Protection Authority published the
Guidelines on Generative Artificial
Intelligence and the Protection of Personal
Data (in 15 Questions). The Guidelines are
noteworthy for setting out the fundamental
technical framework of generative AI by
explaining its operating principles, content
generation processes, model architecture and
lifecycle. They also address the main areas of
use of these technologies, as well as key risks

such as hallucinations, bias, data security
vulnerabilities, deepfakes and intellectual
property infringements.

In addition, the Guidelines assess the

obligations under Law No. 6698 within the
context of generative Al, including the
distinction between data controller and data
processor, the conditions for processing
personal data, core data protection principles,
transparency and cross-border data transfers.
They further provide guidance on how data
subjects’ rights should be exercised and how
security measures should be implemented.

The document also includes practical
recommendations for individuals in their daily
use of generative Al, as well as specific
guidance for parents with regard to child users.
In an ecosystem where artificial intelligence
technologies are developing at a rapid pace,
the publication of such a framework for the
protection of privacy constitutes an important
step toward strengthening public trust and
promoting the responsible use of Al

Digital Economy Partnership
Agreement Submitted for the
Approval of the TBMM

The Organization of Turkic States (TDT) has
taken a significant step that will strengthen
digital trade and data security on a common
ground.
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The Digital Economy Partnership Agreement,
signed in Bishkek on November 6, 2024,
among TDT member countries, has entered
the ratification process in Turkiye, and the
relevant legislative proposal has been
submitted to the Grand National Assembly of
Tuarkiye (TBMM). While aiming to increase
cooperation in the digital economy, the
Agreement dedicates a specific article to the
protection of personal data.

Article 19 of the Agreement imposes an
obligation on the State Parties to establish a
national legal framework regarding personal
data protection or to maintain existing
regulations. Furthermore, it envisages the
determination of clear rules for cross-border
data transfer, the public availability of
information regarding the rights of individuals
and the obligations of enterprises, and the
enhancement of transparency in data
protection practices.

This regulation bears importance as it
facilitates secure data flow among TDT
countries, establishes common standards in
digital trade, and strengthens transparency
regarding the protection of personal data. The
Agreement is considered a strategic step
towards the establishment of a common digital
market in the Turkic world.

KVKK Approved Data Transfer
Abroad Within the Scope of the
Agreement Between the Presidency of
Migration Management and UNHCR

The Personal Data Protection Authority shared
an important decision regarding the transfer
of personal data abroad with the public via an
announcement published on November 10,
2025.

In the announcement, it was stated that an
agreement not in the nature of an
international treaty, signed between the
Presidency of Migration Management of the
Ministry of Interior and the United Nations
High Commissioner for Refugees (UNHCR),
was evaluated as the basis for data transfer.

The Board examined the agreement in
question within the scope of Article 11 of the
Regulation on Procedures and Principles
Regarding the Transfer of Personal Data
Abroad and concluded that the agreement
contains the necessary safeguards and
protection mechanisms for the transfer of
personal data abroad. As a result of this
evaluation, permission was officially granted
on October 21, 2025, for the transfer of
personal data abroad within the framework of
the aforementioned agreement.

This decision draws attention as it constitutes a
concrete example regarding the scope of
application of the provision regulating the
permission for personal data transfer through
"agreements not in the nature of an
international treaty," regulated under Article 9,
paragraph 4, subparagraph (a) of the Law.

Basaran Law Firm
Istanbul - Turkiye

For further details about our practice areas or to discuss how we may assist you
Please reach us at:

E-mail: info@basaranlawfirm.com
www.linkedin.com/company/basaran-law-firm
www.basaranlawfirm.com

*This newsletter is prepared solely for informational purposes and does not constitute any legal advice for a specific case or client.



THE PULSE

P BASARAN Aralik 2025
B, LAW FIRM Say1: 02

Veri Koruma Alanindaki Hukuki




® BASARAN
B, LAW FIRM

Aralik 2025
Say1: 02

Daha Az Burokrasi, Daha Guglu Bir
Yapi: AB'nin Dijital Omnibus Paketi

19 Kasim 2025 tarihinde Avrupa Komisyonu,
AB’nin djjital mevzuat yapisin1 sadelestirmeyi
ve bunu yaparken yuksek veri koruma
standartlarin1 muhafaza etmeyi amaclayan
Dijital Omnibus Teklifini yayimladi. Teklif;
GDPR, ePrivacy Direktifi, NIS2 ve Veri Yasas1
(Data  Act) gibi temel duzenlemeleri
sadelestirerek, kisisel verilerin korunmasindan
60din  vermeksizin uyum = maliyetlerini
azaltmay1 hedeflemektedir.

Teklifte yer alan en  dikkat cekici
degisikliklerden biri, uzun stredir elestirilen
GDPR ile ePrivacy Direktifi arasindaki ikili
yapiya iligkindir. Kisisel verilere erigsime iliskin
kurallar tamamen GDPR kapsamina aliniyor ve
boylece mukerrer riza yukimlualikleri ortadan
kaldirihiyor.  Kullanici  tercihleri, hizmet
saglayicilarin  uymakla yukimli  oldugu
otomatik ve makine tarafindan okunabilir
tarayict veya uygulama ayarlar1 yoluyla ifade
edilecek. Bu duzenlemenin hem kullanicilar
acisindan  “riza  yogunlugunu”, hem de
isletmeler acisindan uyum yukinid o6nemli
Olciide azaltmasi beklenmektedir.

GDPR’a yonelik hedefli degisiklikler de teklif
kapsaminda yer almaktadir. Buna gore; kisisel
veri  kavrami icinde  “makul  sekilde
tanimlanabilirlik” vurgusu netlestirilmekte,
veri sorumlularina koétiye kullanim niteligi
tasiyan erisim talepleriyle micadelede daha
fazla esneklik taninmakta ve veri ihlali bildirim
yukumlaligia yalnizca yuksek riskli olaylarla
sinirlandirilmaktadir. Ayrica bildirim stresi 96
saate cikarildi. Bunun yaninda, yapay zeka
egitim surecinde kac¢inilmaz olarak ortaya
cikabilecek 6zel nitelikli kisisel verilerin sinirh
ve siki denetime tabi artik iglenmesine de
kontrolli sekilde izin verilmektedir.

Paralel olarak, farkli AB mevzuatlan
kapsaminda o6ngoérilen kigisel veri ihlali ve
siber guvenlik olay1 bildirimleri, ENISA
tarafindan isletilecek tek bir AB duzeyinde
bildirim platformu altinda birlestirilmektedir.
“Bir kez bildir, bir¢cok kez paylas” modeli esas
alinarak olusturulan bu yap1 sayesinde, AB'nin
yuksek kisisel veri koruma seviyesinden taviz
verilmeden oOnemli 6l¢tide idari tasarruf
saglanmas1 amaclanmaktadir.

AB, Veri ve Yapay Zekada Yeni Bir
Doneme Giriyor

Avrupa Komisyonu, aym tarihte “Data Union
Strategy — Yapay Zeka I¢in Verinin Oninin

Acilmas1” baghikli  strateji  belgesini de
yayimlamis; Avrupanin veri ekonomisini
gliclendirmeyi ve guvenilir yapay zeka

gelistirilmesini hizlandirmay1 amacglayan yol
haritasini kamuoyu ile paylasmuistir.

Strateji ¢ ana Oncelige odaklanmaktadir:
yapay zeka icin vyuksek kaliteli verilere
erisimin Olceklendirilmesi, AB veri mevzuati
cercevesinin sadelestirilmesi ve uluslararasi
veri akislarinda AB'nin kiresel konumunun
guclendirilmesi.

Komisyon; saglik, enerji, imalat, mobilite ve
finans gibi kilit sektorlerde Avrupa veri
alanlarinin  genisletilmesini ve  birbirine
entegre edilmesini planlamaktadir. Bu sayede
sirketlerin ve arastirmacilarin, yenilikc¢ilik ve
yapay zeka egitimi icin daha bluyuk hacimlerde
gluvenilir verilere erismesi miimkiin olacaktir.

Strateji, ayni zamanda Dijital Omnibus
girisimiyle yakin uyum iginde olup;
sadelestirilmis kurallar, standart so6zlesme

maddeleri ve gelistirilmis bulut yonetisimi
yoluyla hukuki parcalanmighgin ve uyum
maliyetlerinin azaltilmasini hedeflemektedir.

Guvenilir ortaklarla adil ve guvenli sinir 6tesi
veri akiglar1 tegvik edilirken, AB verilerinin
uctncu ulkeler tarafindan haksiz erisim ve

kotaye kullanima kars1 korunmasi
amaclanmaktadir. Veri altyapis1 ve bulut
teknolojilerine yonelik hedefli yatirimlar

yoluyla Komisyon, yuksek veri koruma ve siber
guvenlik standartlar1 korunmak kaydiyla, AB’yi
veri ve yapay zeka temelli inovasyonun kuresel

merkezlerinden  biri  haline  getirmeyi
hedeflemektedir.
Guvencesiz Sinir Otesi Veri

Aktarimlar1 Nedeniyle Yuksek GDPR
Cezasi

14 Kasim 2025 tarihinde Hirvatistan Kigisel
Verileri Koruma Otoritesi, Genel Veri Koruma
Tuzuglt (GDPR) ihlalleri nedeniyle bir
telekomiinikasyon isletmecisine 4,5 milyon
Avro tutarinda idari para cezas1 uygulamaistir.
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Karar agagidaki ihlallere dayanmaktadir: EDPS; egitim verilerindeki o6nyarg: (bias),

(i) Kisisel verilerin, gecerli bir aktarim
mekanizmasi bulunmaksizin, grup
sirketlerinden birine Sirbistan’a aktarilmasi,

(ii) Bu aktarima iliskin olarak ilgili kisilere
seffaf bilgilendirme yapilmamasi,

(iii) Caligsanlara ait kimlik kart1 kopyalar1 ve
adli sicil kayitlarinin hukuka aykir1 ve olgusiz
sekilde iglenmesi.

(iv) Veri isleyen sifatiyla faaliyet gosteren bir
tele-pazarlama hizmet saglayicis1 hakkinda
onceden herhangi bir giivenlik incelemesi (due
diligence) yapilmamasi.

Otorite, 27 Aralik 2022 tarihinden sonra veri
sorumlusunun, standart s6zlesme maddelerini
yenilemeden Sirbistan’daki veri igleyiciye veri
aktarmaya devam ettigini, herhangi bir
Aktarim Risk Degerlendirmesi (Transfer Risk
Assessment — TRA) gerceklestirmedigini ve
yaklagik 847.000 kullaniciya ait kisisel verileri
iceren SAP CRM veritabanina veri igleyiciye
sinirsiz erigim yetkisi tanidigini tespit etmistir.

Uclincii tlkelere yapilan veri aktarimlarina
iligkin gizlilik bildirimlerinde acik ve yeterli
bilgilendirme bulunmamasi, Veri Koruma
Gorevlisinin uyarilarina ragmen c¢aligsanlara ait
asir1 veri toplanmasi ve veri isleyici tizerinde
temel guvenlik kontrollerinin dahi
uygulanmamis olmasi, idari para cezasinin
belirlenmesinde agirlastirici unsurlar olarak
degerlendirilmistir.

EDPS, Yapay Zeka Icin Veri Koruma
Yaklasimini Guglendirdi

11 Kasim 2025 tarihinde Avrupa Veri Koruma
Denetcisi (EDPS), AB kurumlar tarafindan
yapay zeka kullanimina bagh olarak ortaya
cikan veri koruma risklerini ele alan Yapay
Zeka Sistemlerinde Risk Yonetimine Iligkin
Rehberini yayimlamistir. Rehber, kisisel veri
isleyen yapay zeka sistemlerinin tasarimai,
tedariki, devreye alinmasi ve izlenmesi
asamalarin1 kapsayan yapilandirilmis bir risk
yonetimi yaklagimi ortaya koymaktadir.

otomatik ayrimcilik, hatali ¢iktilar, asir1 veri
toplama ve ilgili kisi haklarinin zayiflamasi
gibi risklerin erken asamada degerlendirilmesi
ve yapay zeka sistemlerinin tim yasam
dongusit boyunca surekli olarak izlenmesi
gerektigini vurgulamaktadir.

Bu sorusturma, Komisyon'un yeni yetkilerini
kullanmak i¢in beklemedigini ve uyumu aktif
sekilde izledigini kanithiyor. Olas1 sonuglar
ciddi; bir sirketin toplam kiresel cirosunun
%10'una kadar para cezasi uygulanabilir ve
tekrar eden ihlallerde bu oran %20’ye cikabilir.
Bu durum, DMA'nin dijjital ekonomide oyun
alanini esitlemek icin giicli bir ara¢ olarak
tasarlandigin1 ve o6zellikle medya gibi kritik

sektorlerin korunmasina odaklandigini
gosteriyor.
Ozellikle adil  islem, dogruluk, veri

minimizasyonu, guvenlik ve hesap verebilirlik
ilkelerine 6zel 6nem atfedilmektedir.

Rehber ayrica, yorumlanabilirlik ve
aciklanabilirligin (interpretability &
explainability) hukuka wuygun vyapay zeka
kullanimi1  ag¢isindan  temel  gereklilikler
oldugunu acgik¢a ortaya koymaktadir. EDPS’ye
gore, “kara kutu” niteligindeki sistemlere
dayanilmasi1  seffafligt =~ zedelemekte  ve
bireylerin haklarini etkin gekilde kullanmasini
zorlastirmaktadir. Bu yonuyle belge,
yaklagsmakta olan Yapay Zeka Tuzugu (Al Act)
ile paralel bicimde, daha teknoloji farkindalig:
yiuksek ve proaktif bir veri koruma uyum
modeline gecisin sinyalini vermektedir.

Uretken Yapay Zeka ve Kisisel
Verilerin Korunmasi Rehberi
yayinlandi

Kisisel Verileri Koruma Kurumu 24 Kasim
2025 tarihinde Uretken Yapay Zeka ve Kisisel
Verilerin Korunmasi Rehberi'ni (15 Soruda)
yayinladi. Bu rehber uretken yapay zekanin
calisma prensiplerini, icerik Giretim streclerini,
model yapisint  ve yasam  donglusuni
aciklayarak temel teknik cerceveyi ortaya
koymasi ile ilgi cekiyor. Rehberde ayrica bu
teknolojilerin kullanim alanlari ile
haliisinasyon, 6n yargi, veri guvenligi, deep
fake ve fikri milkiyet ihlalleri gibi riskler ele
aliniyor.
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Bunun yaninda Rehber; veri sorumlusu-veri uygulamalarinda seffafligin artirilmasi
isleyen ayrimi, kisisel veri igleme sartlari, ongoruluyor. Bu duzenleme, TDT tlkeleri

temel ilkeler, seffaflik ve yurt disina aktarim
gibi 6698 sayili Kanun kapsamindaki
yukumlialikleri degerlendiriyor; ilgili kisilerin
haklarinin nasil kullandirilacag1 ve guvenlik
tedbirlerinin nasil uygulanacagina iligkin
aciklamalar sunuyor. Ayrica bireylerin gunlik
kullanimda dikkat etmesi gereken hususlar ile
cocuk kullanicilar bakimindan ebeveynlere
yonelik 6nerilere de yer vermekte.

Yapay zeka teknolojilerinin hizla gelistigi bir
ekosistemde, mahremiyetin  korunmasina
yonelik boylesi bir cercevenin yayimlanmasi;
toplumsal giivenin giiclendirilmesi ve sorumlu
yapay zekd kullaniminin tegvik edilmesi
acisindan 6nemli bir adim niteliginde.

Dijital Ekonomi Ortaklik Anlagsmasi
TBMM’nin Onayina Sunuldu

Tuark Devletleri Tegkilat1 (TDT), dijital ticaret
ve veri guvenligini ortak bir zeminde
guclendirecek 6nemli bir adim atti. TDT tuyesi
ulkeler arasinda 6 Kasim 2024’te Biskek'te
imzalanan Dijital Ekonomi Ortaklik Anlagmasi,
Turkiye’de onay surecine girdi ve Anlagmanin
uygun bulunmasina dair 27/11/2025 tarihli
Kanun teklifi yayimlandi.

Anlagsma, dijjital ekonomide is birligini
artirmay1 hedeflerken 6zellikle kisisel verilerin
korunmasina 6zel bir madde ayiriyor.
Anlagsmanin 19. maddesi, taraf devletlere
kisisel veri korumasina iligkin ulusal bir yasal
cerceve olusturma veya mevcut dizenlemeleri
sirdirme yukamlaligua getiriyor.

Ayrica sinir Otesi veri aktarimi igin agik
kurallar belirlenmesi, bireylerin haklarina ve
isletmelerin yuktumluliuklerine iligkin bilgilerin
kamuya acik sekilde sunulmasi ve veri koruma

arasinda guvenli veri akisini kolaylastirmasi,
dijital ticarette ortak standartlar olusturmasi ve
kisisel  verilerin  korunmasi  konusunda
seffafligir  giclendirmesi nedeniyle Onem
tasiyor. Anlagsma, Turk dinyasinda ortak bir
dijital pazarin kurulmasina yonelik stratejik bir
adim olarak degerlendiriliyor.

Bir Ilk: Anlasma Kapsaminda Yurt
Disina Veri Aktarimina Onay Verildi

Kisisel Verileri Koruma Kurumu, 10 Kasim
2025 tarihinde yayimladig1 duyuru ile, kisisel
verilerin yurt disina aktarilmasina iligkin
o6nemli bir kararini kamuoyu ile paylasti.
Duyuruda, Icgisleri Bakanligt Go¢ Idaresi
Baskanlig1 ile Birlesmis Milletler Miulteciler
Yuksek  Komiserligi (BMMYK) arasinda
imzalanan wuluslararas1 sézlesme niteliginde
olmayan bir anlasmanin, veri aktarimina
dayanak olarak degerlendirildigi belirtildi.

Kurul, s6z konusu anlagmay1 Kisisel Verilerin
Yurt Disina Aktarilmasina Iligkin Usul ve
Esaslar Hakkinda Yoénetmelik’in 11. maddesi
kapsaminda inceleyerek anlasmanin kisisel
verilerin yurt disina aktariminda gerekli
glivence ve koruma mekanizmalarini igerdigi
sonucuna ulasti. Bu degerlendirme sonucunda,
kisisel verilerin anilan anlasma cercevesinde
yurt digina aktarimina resmi olarak izin
verildi.

Bu karar, Kanun’'daki “uluslararas1 so6zlesme
niteliginde olmayan anlagsmalar” yoluyla kisisel
veri aktarimina izin verilebilmesine iligkin
hiitkmin wuygulama alanina dair somut bir
ornek olusturmasi bakimindan dikkat cekiyor.
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